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n POLICY 

The lnslilulc. over the laM many year~ ha\ taken several initiative~ 11, uv; informawr., ;:-I, 

communication technologies for pcrfo~ ing administrative function~, fimmeial rru:ni:_;!.-"T~· 

I' d . . 
l'b ·,n,;rirtv ~ i:ri: 

on rnc 3 missions, examination-related operations stores management, 1 rar; r,,,~ ,,, , • 

services. teaching and research onlinc events webinars and host of other activitic,. The u.::mpJ· 

wide network. using statc-of-th~-art technolo~ies. was established in 2005. Evc-r since, the J~ c,f 

JCT and network-based services has witnessed phenomenal growth. In view of this. the Imu::.e 

administration felt the necessity to formulate its IT nolicy for ensuring: proper use of IT resci'.;r~ 

and bandwidth; effective control on the activitie; taking place on the Jnstitul£:'s net·,:or', er:C 

security oflnslilute's IT-based resources. 

h,_. Objectives ofJT Policy: 

Lingaya · s Lalita Devi Institute of Management & Sciences will use IT as a strategic tool to 

accomplish the following objectives: 

1. IT for Teaching, Research and other Administration Activities 

The Institute will develop infrastructure and resources in phased manner as under: 

i. ICT will be used in the teaching departments to make classroom pedagogy and 

delivery system more effective and efficient. 

11. The Institute will provide a PC to all teachers and administrative staff for discharging 

their teaching, research and other official responsibilities. 

111. The Institute has 4000 sq feel in size, air conditioned Computer Centre with 120 PCs. 

Lenovo\HP\Dell i5 processor, 500 GB HD\128GB SSD and 4GB RAM with 300 mbps 

Internet Connectivity 

1v. There are 4 labs, centrally air-conditioned with Lenovo think centre i3 processor. 

500GBHD and 4 GB RAM with 60 nodes each connected through LA. Y 

v. Each classroom has Lenovo 2.5 GHz i3 processor based computer to add m the 

process of teaching. 

vi. Two servers IBM, Xeon are installed in the campus to cater to the IT infrastructure of 

the Institute. 

v11. Wi-Fi and high speed internet connecti\~ty through dedicated leased line 1s equipped to 

cater to the ever challenging needs of technical excellence in all areas of computer 

technology and business management. 

vm. The Institute would ensure sufficient bandwidth in tea · deparunents and 

administrative offices for efficient & effective networ · me and other related 
V ~ 

actrVJlles. 
\-

2. IT for Go\lernance Process ~ 
1 IT will be used for monitoring & management of lnstitu;; resourc~ 

11. IT will be used for grievance Jogging & redressal monitonng '--'~ '1 

iii. Faculty & staff development programmes will be offered from ume,t0,~ f()\ v 

upgrade the skills of the Institutt:'s staff to use JCT\ 0 
'\. 
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Il, Scope of the IT Policy 

, . • • 
> 1· I· rthcr 1hc faculty. 

Computers O\I ned by lnsl1tulc and the11 users will he covered by the Io icy. u · d 

the students. the stalf, the authorized vi~it;rs/visiting faculty und others who may beh l?'andt:n 

· · 
· I ll · dclincs en s nne 

pcn111ss1011 to use the lnstitute's IT infrustructurc, shall comply wit 1 1c gui b St tc 

the lnstitute's IT Policy. Offenders of Institute' IT policy/Laws and bye-Jaws enacted 
1
Y · aof 

G d C 
. . • · h er laws and bye aws 

o,cnuncnt an cntral Government shall 111v1tc action against t cm as P 

the lnstitute/Statc/Country. 

I. Procurement Policy; 
d 

· P · I · · · · p I Rules will be followe · 

1. me iase procedure prescnbed 111 the Jnst1tute urc rnse f 

ii. Hardware & software with standardized specification will be procured fo~ e:5e
1
; 

supp011 and resource / knowledge sharing. The specification will be vette Y ~ 

Department. The requirement !isl will be approved by Director and further sanctione 

by Management before placing the order. h · of 

m. Attempt will be made to have long wmanty period as possible. After t e expuyMC 

wan-anty period all the IT equipments should be brought under AMC ~over. A f 

te1111s and conditions should be as comprehensive as necessa1y for marntenance 0 

iv. 
hardware and software. 

. b IT 

For the purpose of asset management, inventory of all IT products will be made Y 

Depa11ment. 

2. Installation Policy: 
1 There will be a designated person who will be responsible for IT policy compliance 

and proper handling ofIT products. 

3. 

11 Only licensed software will be used. Use of pirated software is prohibited. 

111 Respecting the anti-piracy laws of the counlly, Institute IT policy does not permit any 

pirated/unauthorized software installation on the Institute owned computers and the 

computers connected to the Institute campus network. In case of any violation. the 

depa11ment/individual shall be held personally responsible. 

1v. IT- Deparllnent will be responsible for updation of OS in respect of their service 

packs/patches through Internet. Checking for updates and updating of the OS should 

be perfo1med at least once in a week or so. 

v. lndividuaiusersshouldhaveregularbackupsoftheirvitaldata.Preferably, at1he time of OS 

installation itself, one should have the computer's hard disk paititioned into 2 volumes 

typically C and D. OS and other software should be on C drive and user's data files on 

the D d1ive. The person can keep a copy to institute's server. 

System &Network Use Policy t7' 

i. Comp~ter_ Labs will_ be used for practica~"'d~r r.cnourse ork, practical 

exanunahons, lab assignments, workshops. tutorials, FO~orga ·. a the.department 

of Management. · ~ · 

11 All tl1e students of Master's and Graduation are 1rl\•cn comput,.r 1·ac ···1,. , t , ITV) 

th · · al · . e- ~ 1 ) o ca0 .out 

e1_r pra
1
ct1ch . ass1gnmdents,_ expenence on researcb based soltw~iy. ,·ro1 ijppl)~ng ~ 

s1a11st1ca tee 111ques an proJect work as per their tiii,c 1able ' 

m Studcnls arc required to make entries in the log register before usini ~c li)'GteJn~ ~\}\ 
' p.l ,,, 

I I \., 

\; 
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L 
. . . · b k 1 , other~ <.-mail 

l6) sc, should rcfram from 1111crccp1mg, or 111•mg to rca '°' . f 

. . f I • sand \JOla11or: o 

accounts, as 11 amounts to mfi mgmg the pnvacy o ot 1cr user. 

lnst11utc policy. 
-1 

7) 
. 

d b h as well any cma1 

( \%1lc usmg the computers that arc share Y 01 er users · 1 

b 
I should be prompt ) 

account that was accidentally left open Y anot icr user, . d h 1 

closed without peeping into its contents. by the user who has occupie 
I 

a 

computer for its use. . . . fli It will 

(S) Impersonating email account of others will be 1aken as a senous O ence. 

invite legal action against the offender. 

5. Social Media & Website Policy 
. . · 

Two coordinators are responsible for maintaining the official web site of the Ins
11

t:1te "
12

·: 

www.lldims.edu.in and other social media accounts of LINGAYA'S Lingaya's La!Ita Den 

Institute of.Management & Sciences namely, Instagram, Facebook, YouTube and Linked-In 

The depanments/faculties/administrative staff shall be responsible for 1he supply of information to 

Coordinators in the form of a softcopy accompanied by a hardcopy duly signed by the competent 

authorily for the publication on website or social media group. The information to be supplied by 

departments/faculties/administrative may includes notices, circulars, new appointments. 

advenisemenls, events organized /to be organized, Images and videos of events and such other 

information as may be required to be uploaded on the web site and social media pages 

6. Institute Data base Use Policy 

A. This Policy relates to the databases maintained by the Institute. Data is a vital and important 

Institute resource for providing useful infonuation. Its use must be protected even when the 

data may not be confidential. 

B. The Institute will design its own policies regarding the creation of database and access to 

information and a more gene1ic policy on data access. Combined, these policies will outline 

the Inslitute's approach to both the access and use of this Institute resource. 

C. Database Ownership: Lingaya 's Lalila Devi Institute of Management &Sciences. Mandi wrll 

A
hc d_ata owner of all the d~ta generated in the Institute. 

~tod1,ans of Data: Faculties or departments generate portions of data that consl!tute 

\o Jtute s d_at~ba~e They may have custodianship responsibilities for po1tions of that data. 

E . . ala Adm1l\1~tf;!tors: Data adnmustration activities will be delegated to specific officers 

m that d_cp11nllJftlir by the data Custodian. 
/ 

r Tm~p1in11g pf the database by tht! department or mdiv1dual user cgmes UQ_<lei violallon of IT 

policy. Ten,penng mcludes, but not limited to, ,,,,,:: "\ 

, ~ Una.u1honsedmodification/delet1onofU1edataitemsorsoftwam:omponL·lll~ _, • :1 , 

JI. Modrfymg;dcletmg the data items or software components wnh~kl. ,n ~ ' II ~ 

mot1Vcs even by authonzcd individuals/ depaitmems. ~ ) \I II I ul~•rwr 

111 Causing d11tobase or hurdwaie or system softwaic t \l , b, , ' ' · , 

of rn part of database delibenJtcl)' \I 1,1 It , . rtL 
1 t,lic~{~'~1r~ l&>g the \\ hole 

J 

ul u rnor mot1,l·~ b, nnv JO<lt\i1oual 

, . \11i:111pt tl• b11:ak sccu11tv of the datab·,. , •. • • f 
a ~ ,m·cr~ Such data tamp~nng :tCllllrts b) 
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7. 1C1 

:1. OIJjrctivc · · h • 
. . . Id b. d I cd for realizing t c 

lnfom1at1011 nnd Communicntion Tcchnolog1cs shou c cp oy b ·id· cf 

I 
. - I ·each of resource~. u, ing 1 

goa s of teaching teaming enhancing access to nnc 1 . 1 · elude 
. . ' d · I tern These will not on Yin 

capac1tics as well as mannoement of the c ucat,ona sys · 1 · 1 . c1·,\·e 
, o I' t' butasoine1a 

hardware devices conneclcd to computers, and software app '.ca IOnS, . d 1 .. 
. · 1· d · 5 radio an te eVJsIOn 

digital content. intemct and other satclhte commumca 1011 cvice · . 
. . . . . - r 5 learning management 

services. web based content repos11ones, mtei active ,ornm • r 
. . Tl , ·11 I O include processes ,or 

systems and management mformauon systems. ieSc WI a s f 

dioitization, deployment and management of content, development and depl?ynient_ 
0 

b 
d · ffi for mteracuon 

platfom1s and processes for capacity development, an creat10n o 01ums 

and exchange. . 

For effective use of JCT, All computers in the Institute should be part of a single local 

area network to enable optimum sharing of resources. In addition lo the class rooms & 

labs, internet connections will also be provided at the libra1y, teachers' conm1on room 

and tJ1e admin office. 

I>. JCT Literacy and Competency Enhancement 
A programme ofJCT literacy will be implemented across all the faculties Lime to time. 

Each faculty must learn tl1e use different software applications to enhance one's own 

learning -database .applications, analysis of data and problem solving. computing. 

design, graphical and audio-visual conununication; unde1iake research and cany out 

projects using web resources 

c. ERP 
nterprlse resource ~lannin~ -~RP) refers to a t~e of software that organizations use to 

manage day-to-day busrness_ act1vit1es such as accountmg, procurement, project management, 

\ nsk '.11anag~nient and ~ornphance'. and supply chain ~perations. Th.e lnsutule has Its own ERP 

that 1s U$OO'.(or the entue acadenuc (Attendance, Assignments, Unit Tests, Notes d1stribu1Ion, 

1 
Lesson ~~ali etc) and non academics (Leaves, Library, Stock Management, HR etc) work 1s 

condu.cted. / ' 

8. Responsibilities of the IT-Department /<>-. ~ ' 
0\ , -r\J1 V 

\ ,, C .,, ' 

A. Cnmpus Neh\Ork Bockl>one l\Iaintenancr • > ',. • - \t
1 

IT-Department "ill be responsibl fi d · · • • ~· nfl-1 '\n" 
. c or a m1rustrnuon. ma.tnten~nceiandlcontral of th~ 

campus nem or k backbone and its act!\ c com ' 

B l\
. S . poncnts 

. el\1 orJ.. enm.'s J\ lnintenance 
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lT-Departmcnt will be responsible for 24x7 network operation and internet 
facilities. All network failures and excess utilization ~hould report 

10 th
e 

11 
· 

Dcpai1mcnt for problem rcsolulion. 
Non-intrusive monitoring of campus network traffic will be conducted by 

th
e IT· 

Department on routine bosis. If traffic patterns suggest that system or netsork 

security, integrity or network perfonnance has been compromjsed. IT· 
Departmeot will an analyse lie net traffic olfending actions. identify 

th

e 

equipment, and take preventive actions. f . , 
,,,. A report will be submitted to the higher '"thoriries in case the olfences are 

O 

•"l 

serious nature. 

V 
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11 ll11l'l' f 1111 ol ( 0111p11, llulhllnv, 111 ( n111p11\ \ r 111 or l; 

11 Drpa1tmcn1 II ill 1,, ll',pon,rhlc 101 phi ll i i onncc111 II} of lhc campu 

1'.uildrng, 111 the, 1111pu, 1wtwo1 I- hnrl,hon1· · 

1 hr t,uddmg, , h11uld hm..: ,11 udurcd cobl111r like an. other wiring such 8 

..:k'Ctric:il ~ncl tckphn11c cahling. Th,, should fom1 pa11 C1f plan layour of thc ncv. 

huildini;. To cnsu,c tlus, I xccutr,c Fng111cc1 or cqui,alcnl officer will rc~ponsihle 

lo tal-c all ncccssar} nH:usu1 cs. 

\rtiiorl- Upd:ition and fapnnsion 

lT- Department will review tJ1e existing network facilities every 2-3 years and take 

necessary action for its updating/expansion. 

Fol1011 ing procedures should be followed for network expansion· 

i. C'at6 UTP or latest cables should be used for the internal network cabling. 

i, Structured cablino standards should be followed. No loose and dangling UTP 

0 

cables be drawn to connect to the network. 

ii i. The cables should be properly terminated at both. ends following the stmctured 

cabling standards. 

iv. Only managed switches should be used. Such managemelll module should be 

web-enabled. Using unmanaged switches of more rhan 16 ports is prohibited. 

E. Wireless Local Area Networks 

I. ·where access through Fiber Optic/UTP cables is not feasible, network connecti,~ty 

will be provided through wireless technology. 

JI. IT- Depanment will be responsible for controlling network. access to the 

Depanments I offices through wireless local area networks either via 

authentication or MAC/IP address restrictions. 

IJJ The users (Staff or students) shall make a written request to the IT- Departmem for 

providing access to internet tlu·ough Wi-Fi. Such a request should have the 

recommendation of the respective Head of the Department/Office. Subsequently, IT­

Department will assign a password to the applicant. 

F. Electronic Logs 

Electronic logs that are created as a result of the monitoring of network traffic ma) bt' 

retained until the administrative need for tJ1em ends. The logs may, subsequent!) , be 

flushed 

G. Global Naming & IP Addressing 

IT- Dcpanment will be responsible to provide a consistent forum for the allocation of 

campus network semces such as JP addressing and domam nami: service~ 11 - Dcpnrtmt·nt 

\I ill morutor the network to ensure that such services arc used pm~srV 

9) Rebuilding the Computer System 
'/ \ 

\\ 'hc:n the semce engineers rc-fom1at rhe compute1 systems and re,,install OS and other 

application software, care: shall be taken to assign the same hostnamc.~ IP address. net,, ,1rk 

ma!J. und gatewa) as was assigned before fonnatting. Further, afle{ fn~'Ullling the O~! al/ the 

pa1clws1atc:st l>t:r\ 1cc packs should also be proper!) installed lh case of'~Tj-~s-so~,, are 11 

shc1ulcl ht· cn,url.'d that its latl.'st engllle and pattern files arc al\o do" h1oadcd from the- ne1 In 

aclditiM, _bdkc 1c- fom1,1tt10g tht· hard d1~k. dump of onl) the da1a fib ~hould bl! t tken I 1r 

,cminn!! II vark o/h•r p1C1p!.'1 rC'-10\lallat1on under no m,um~tn.nccs soft,, a e fi l°' l11 
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10) Prl'~l'nntion of Net I ., . cl A , , 
, wo1· 1 l!.q11rp111cnl :in cccs~orics 

Routers. SWllchcs, libcr optic cabling, UTP cabling, connecting inlets_ to t~c nctwor~, racks, 

and UPSs, mcluding their baltcrics that arc installed at different locat1ons in the Institute arc 

the proi>erty of the Institute. IT- Department will he responsible for _t~eir mai~tenancc, 

Tampering for/and damage to these items by the teaching departments, civil or maintenance 

department or individual user will invite clisciplinaiy/legal action the offender. Tampenng 

mcludes, but not limited to, the following: 

a. Removal of network inlet box. 

b. Removal of fibcr/UTP cable 

c. Opening the rack and changing the connections of the ports either at jack panel level 

or switch level 
d. Taking away the UPS or batleries from the switch room. 

e. Disturbing the existing network infrastructures a part of renovation of the location 

without the pe1mission oflT- Department. 

11) Campus Network Services Use Agreement 

All the users of the campus network facility shall be deemed to have accepted all the 

provisions Institute's IT policy in letter and spirit. It is, therefore user's responsibility to make 

himself/ herself well aware of the JT policy. Ignorance of the existence of lnstitute IT policy 

shall not be an excuse for any user's infractions. 

12) Enforcement of Policy 

IT- Department will periodically scan the Institute network for provisions set forth in the 

Network Use Policy. Failure to comply will make the user liable for discontinuance of sen 1cc 

to the individual. 

' ( 
1 \ 

1 
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